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Con ultra velocità 
alla protezione completa!
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Agenda

• Threat Landscape

• Cisco Cybersecurity Architecture

• What works best for Ticino

• LIVE DEMO

• Visit us at the booth for more demo and interaction!



Ransomware
>$250 per host 

$

DDoS 
as a Service

~$7/hour

DDoS

Medical Record
>$50

Mobile Malware
$150

Malware Development
$ to be contracted
(commercial malware)

Facebook Account
$1 for an account 

with 15 friends

Credit Card Data
$0.25−$60

Spam
$50/500K emails

Exploits
$100k-$300K

How Hackers Make Money

Cryptojacking
% per transaction



Complete 
Solution

Pervasive

Continuous

Always On

Cloud Security & 
Security from the Cloud

Cisco Cybersecurity Stack



Advanced Malware Protection

Network Security Analytics

Continuous 
Solution

Encryption

Segmentation

DNS Layer Protection

Identity Services

Next-Gen-FW
Next-Gen-IPS

Web & Cloud Security

Email Security

DNS Intelligence



Endpoint to Cloud Coverage

web requests a day

16 BILLION

email messages a day

600 BILLIONAMP queries a day

18.5 BILLION



What might work best for Ticino?

From my experience, but don’t nail me on this one 



Umbrella
Start blocking in minutes

Easiest security solution 
you’ll ever deploy

Signup1

2 Point your DNS

3 Done in 10 
minutes!



LOCKY domain

185.101.218.206
DGA 1000+
CERBER

TG 600+ CERBER samples

Cisco blocking before attack goes live and 26 days before other security vendors



NGFW & NGIPS
with

Cisco Firepower



Malware

Client applications

Operating systems

Mobile Devices

VOIP phones

Routers & switches

Printers

C & C 
Servers

Network Servers

Cisco Firepower NGFW

Users

File transfers

Web applications

Application
protocols

Typical NGFW

The more you see, the better you can protect

Offering extensive contextual visibility

Threats

Typical IPS



FMC – Firepower Management Center

Unified Central Manager for NGFW, NGIPS, AMP for Endpoint correlated alerts, ISE 
correlation & mitigation, deepest level of Threat Analytics and SIEM Integration

Speed Impact Assessment and Response

Correlates all intrusion events 
to an impact of the attack against the target

Impact Flag Administrator 
Action Why

1 Act immediately; 
vulnerable

Event corresponds 
to vulnerability 
mapped to host

2 Investigate; 
potentially vulnerable

Relevant port open 
or protocol in use, 
but no vulnerability 
mapped

3
Good to know; 
currently not 
vulnerable

Relevant port not 
open or protocol 
not in use

4 Good to know; 
unknown target

Monitored network, 
but unknown host

0 Good to know; 
unknown network Unmonitored network



Attack Impact Level



FMC – Visibility & Risk top apps, user, threats & customize



FMC – auto generated IoCs for both: User and machine



FMC – tracking malware with File Trajectory



Meraki
Fully Cloud Managed
Network & Security



Cisco Meraki: Bringing the cloud to enterprise networks

Meraki MS 
Ethernet Switches

Meraki SM
Mobile Device 
Management

Meraki MR 
Wireless LAN

Meraki MX 
Security Appliances



Why customers choose the Cisco Meraki MX
Intuitive centralized management
• No training, no command line
• Templates to configure at-scale
• Packet capture, built-in tools and 

diagnostics

Industry-leading visibility
• Fingerprints users, applications, and devices
• Network-wide monitoring and alerts
• Full stack: APs, switches, Security, MDM

Designed for distributed enterprises
• Single pane of glass visibility
• Zero-touch provisioning
• Seamless updates from the cloud
• Site-to-site IPSec VPN in 3 clicks



Advanced Malware Protection
with

Cisco AMP Everywhere



Endpoint

Email SecurityWeb Security

Cloud Intelligence

Cognitive Analytics Firewall & IPS

Advanced File

Analytics







Endpoint

Email SecurityWeb Security

Cloud Intelligence

Cognitive Analytics Firewall & IPS

Advanced File

Analytics

Block everywhere

It’s 
Ransomware!



Mitigate O365 migration risks
with

Cisco Email Security



Email is still the #1 threat vector



Deploy the configuration that works best for you

HybridCloud On Premises



Inbound Security & Outbound Control

Sender 
Reputation

80-90%
Block Rate

Connection
Control

Throttling, 
DHAP, SPF, 

DKIM, DMARC

CASE
(AS,GM,OF)

Multi-Verdict 
scanning

File 
Reputation

SHA based file 
blocking

File Analysis  & 
Retrospection

Over 800 
Behavioral 
Indicators

Graymail 
Detection

Control 
marketing, 

social and bulk

Content 
Filtering

Business and 
Security Rules

Outbreak 
Filtering

9-12 hr lead 
time on 

Outbreaks

Connection Filters Spam Filter Anti-Malware Defense

Anti-Virus
(Sophos, McAfee)

Block 100% of 
known viruses

CASE
(AS,GM,OF)

Outbound Spam 
Filters

Anti-Virus
(Sophos, McAfee)

Throttle Senders 
and Destinations

Data Loss 
Prevention

Over 140 pre-
built filters

Envelope 
Encryption

Push Based 
Encryption

Web 
Interaction

Track User clicks

AMP 
Retrospection

Alerts on File 
Disposition

Mailbox Auto 
Remediation

Delete or 
Forward from 

O365

Post-Delivery Analysis & InteractionOutbound Threat Filters Outbound Data Protection

Marketing Filter Rules 0-day Malware

Spoof Detection Anti-Phishing and URL AnalysisAdvanced Malware Protection (AMP)URL Analysis

Safe 
Unsubscribe

Perform unsub 
for users

Easy to deploy with O365 and CES activation team



Firejumper Academy – for the Partner SE



Firejumper Academy – for the Partner SE

Network 
Security

Visibility &
Enforcement

Advanced 
Threat

Cloud, Web &
Email Security

Firepower

ASA

Meraki

ISE

Stealthwatch

SDA

AMP

Threat Grid

Umbrella

Cloudlock

WSA

ESA



Security as a Business Enabler
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