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Organizations Struggle with Endpoint Detection & Response

VISIBILITY & DETECTION Blind spots make i.t difficult _to
understand what is happening

Teams suffer from a lack of data

ANALYSIS & INVESTIGATION or are overwhelmed by data

Need more talent and hours in

INCIDENT RESPONSE the day to respond to incidents
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Typical Endpoint Detection & Response Tools Also Struggle

( DIFFICULT TO USE

EDR can be overwhelming, rely
heavily on expert security analysts

PROVIDE LIMITED
v VALUE 0 RESOURCE INTENSIVE

Focused on manual workflows instead Expensive, time consuming, require
of proactive protection and dedicated staff
automated response
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Sophos Intercept X: EDR for All

Detect

SOPHOS

Respond

* Intuitive to use, easy to understand
Add visibility, analysis, and response capabilities
without adding staff

 More signals, less noise
Automatic incident detection and prioritization,
guided investigations, curated threat intelligence
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* Rapid Response
Respond to incidents with the click of a button
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How Sophos EDR Can Make You More
Secure
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Answering those tough questions with Intercept X

Am | under attack? Is there something we are missing? How can | be sure?
How should | respond to this incident? What should | do next?
What incidents should | be prioritizing?

What is this file? Is it malicious? Is it a false positive?

Does this threat exist anywhere in my network?
Has the attack spread? A
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Intercept X w/ EDR: Detect
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Intercept X w/ EDR: Detect
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[Searcl\ for itarmn [ Clean and block
What does this do?

Intercept X w/ EDR: Investigate

Process details: dropper.exe

Reputation at time case was created Uncertain

hd

Droppes exe Known bad Known good

Detaction status: Not detectad at time case was created

A
Qn You shouid this temto

o
Weig, .O QA

whethar itis harmful

Droppet.exs
SOPHOS LABS Threat Inte

Guided investigation (next steps)

Analyze how threat got on machine

&
48

Determine where else threat lives O

Endpaint Protection

ANALYZE
Dashbeard
E3 Logs& Reports
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4, Threat Cases
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@ Suspicious Events
MANAGE
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Endpoint Protection - Mal/ML-PE

Overview / Endpoint Protection Dashboard / Threal Cases / Mal/ML-PE

L — @ —

WMorrisPC
11.222.3345

Outlook.exe

Summary

Malware detected:Mal/ML-PE at C:\program files\WMorris\badthing.exe

On:  WMorrisPC that belongs to William Morris

Condition: RAN CLEANED  BUSINESS FILES INVOLVED
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ABC Corp - Primay Admin
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Detacted Blocked and cleaned

Apri12 2017 S:46AM

Badthing.exe
Apr12 2017 S:46AM

Suggested next steps

Set status and priority for thecase | New High

Investigate 1 process we've marked with an “uncertain® reputation. See graph
below for details

Isolate the computer while you investigate. €

Detection summary: The root cause ticd to access a URL known to be associated

with malware

Dropper.exe

Scan the computer

Process Uncenain

hon dd yyyy twitPM

o

EBadihing exe
Requesl latest intelligence

Note: Requesting the latestintelligence will submit a copy of the fila to
SophosLabs for analysis

Path: c:\program files\temp\dropper.exe
Process ID: 9998

SHA256: 10161
85c1/a742567304336233003624 Copy

Start time: Apr 01,2016 12.20PM

End time: Still running when threat case created on April 12,
201612.23PM

Duration: 11 days

Actions done Lo None
this arlifact:

Actions performed 1 execulable file wrilten

by this artifact: 1 program run

lean and block

What does this do?

Search for item

Create forensic snapshot €%  Export lo CSV

Cleancd ¥

Latest threat Intelligence

Yes Mon dd yyyy TP View

No Mon dd yyyy HPM  View




Intercept X w/ EDR: Investigate
with SophosLabs Threat Intelligence

(Search foritem) [ Clean and block > [Search for item| | Clean and block | b |Search foritem| | Cleanand block |

et s D o7 " What does this do? ko
Process details: dropper.exe -~ Process details: dropper.exe

What does this do?
Process details: dropper.exe

Reputation at time case was created Uncertain

oy R Machine learning T Ty
- Pracess dalails Report sumemary Machine loaming File properties File breakdown Process detalls Report Summary il File properties File breakdown

Known bad Known good SOPHOS Current report created: Jun 06 2018 12 45pm

SOPHOSLABS T at Intelligen Cuuenr.égportcrealed: Jun 06 2018 12 45pm

Datection Status: Not detectad at time case was creatad
Attributes € 87% suspicious 0Over 52 million known good and 61 million know bad items analysed

You should this item to whether itis harmful ) Threat Intelligence report summary

Global Reputation Attribute of Dropper.exe Seenin:  Known bad files Known good files

44:3Millic L0 Million
€ Notsigned — =
500 K 205K

Known bad Known goad © Unknown packs
Request latest intelligence € Tiny code section

Prevalence Low. {) € Noicon

1.0 Million 1.0 Million

2.1 Million

Naote: Requesting the Iatestintelligence will submit a copy of the file to
SophosLabs for analysis &) Uses encryption
First seen mon dd, yyyy ttiteM

EK

Last seen mon dd, yyyy ttttbM
Code similarity €9 82% suspicious Over 52 million known good and 61 million know bad items analysed

faty EhErousm e\t ioppere AV detectlon Malware (high confidence) 15 anti-maiware products detoct this file

processii: L Go to VirusTolal &® Dropperexa

SHA256:

- X69.exe
95C1a742567304336293003624 Machine learning Attributes: 87% suspicious o

St Apr 01, 201612.20PH analvsis Goneticsimiiarity:  B2% suspicious @ TradeStationForms.exe

End time: Sull running when thraat case created on April 12, Flle path: L% SUSpICIoUS
2016 12.23PM

@ ioquake3.xB6_6L.exe

Duration: 11 days Mh_ vicoriioalioct ovn

Actions done Lo None
this arlifact:

Actions performed 1 execulable file wrilten

(T —— Access latest threat intelligence from SophosLabs
Al threat researchers analyze suspicious files
Explore machine learning analysis
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Intercept X w/ EDR: Respond

Clean and block x

You're aboul to clean up this iterm on any compulter where we've found it and block it on all
your computers.

Respond to incidents with a click of a button Mmoot
* Full disclosure of potential threat activity |
« Isolate machine(s) P T
 Clean file, blacklist or whitelist

Investigate further, create forensic snapshots

nay Admin

Clean and remove this suspicious file and blackﬂs; it

Create forensic snapshot €

ANALYZE Suggested next steps

SHA256 Hash Name W Reputation w Type Cleaned Path Adtions: ,
Dashboard Set status and priority for the case New High

Instalier exe Uncertain Process c\pragram files\a path name Idcivons . .
Investigate 1 precess we've marked with an “uncertain® repulation. See graph

below for details

E3 Logs & Reports

Genarate threat ¢ase
Request threat intalligence report

Isolate the compulter while you investigate. €@
DETECTION AND REMEDIATION

Updater exa Uncentain c\program files\a path name
Scan the computer

£ ThreatCases
c\program files\a second path name Actions
Q Threat Searches cAprogram files\a hird path name Aclions

fEl Suspicious Events c\program files\a fourthpath name Actions

Keylogger.exe Bad. Malware Process c\program files\a path name which Actions
MANAGE a7 clions
Is long and will wrap in the table row
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Demo
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Benefits

Get started quickly
Built on Intercept X — the industry’s #1 endpoint protection
Endpoint protection and EDR in a single solution
Part of Sophos Central

Add visibility, context, and investigation capabilities without adding staff

Increase endpoint defenses, remove blind spots

Guided investigations
Machine learning prioritizes incidents, analyzes files, provides suggestions

Sophoslabs threat intelligence on-demand
Make more informed decisions in less time

Respond to incidents with a single click
Prove compliance posture with increased ease
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Access
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Program

Free to trial

Access via Central



Demo from Live Webcast

See here:
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SOPHOS

Security made simple.



